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From territoriality to security considerations

- Territorial user interfaces:
» Possible analogies with geography and territorial considerations:
Countries, regions, limits, frontiers, ressources, people, human rights (rules)...
- Security considerations:
» May become the same in countries and territorial user interfaces:

Data breach, Problems of Privacy, Confidentiality, Integrity, Availability, Authenticity, Accountability, Non-
repudiation (Attacks or Errors)

- Necessity to be in line with current research ways considering:

» Security & Usability & Resilience ( [NIST, 2020], [ISO, 2018], [Vanderhaegen F, 2017], [Goudalo et al., 2017])



Objectifs de

A recall about security: Three main considerations

Impacts potentiels

protection

Imputabilité

Perte des traces,

des

pistes

d’audit et de la

transparence. Perte d’image de marque et pénalités

pour la non-conformité reglementaire.

Disponibilité

Perte d’exploitation directe et Perte de part de marché.

Confidentialité

Divulgation d’informations sensibles, Pénalités pour
non-conformité, Perte d’image et de part de marché.

Intégrité

Corruption de données, Inconsistance des services,

Perte d’image et de part de marché.

[Goudalo et al., 2020]

Objectifs de I'utilisabilité

Codt d'utilisation (dans la
réalisation d'une tache)

Impacts potentiels

Source d’erreurs

Efficacité de la réalisation des
taches

Source de contournement et/ou d’abandon

Efficience de la réalisation des
taches

Source d’erreurs et/ou de failles de sécurité

Satisfaction de l'utilisateur
dans la réalisation des taches

Objectifs de Résilience

Eviter des incidents
inacceptables, du point de
vue de la fréquence et du

point de vue de la sévérité, en
cas de changement

Source dk rejet et/ou de recherche de
contournement

Techniques de résilience

Evolutivité (adaptabilité)

Garantir |la persistance de la
prestation de services de
confiance

Evaluation et verification

Tenir compte des
changements des systemes

Utilisabilité (pour les utilisateurs humains et
non-humain)

Tenir compte de la complexité
des systémes

Diversité (accroitre la diversité de moyens et
profiter des moyens alternatifs afin d’éviter le
SPOF — Single Point Of Failure)



A recall about security: Motivations for Territoriality

Digital consumerism. Digital consumerism has significantly led the evolution of IT paradigms over the
last decade from traditional, perimeter-based monolithic structures to complex, “perimeter less” multi-
cloud environments that are characterized by high interoperability, mobility, portability.

Changing attack vector and surface. As the diversity of the security environment grows, new models of
advanced security can help deliver greater efficiency in the context of territoriality (with changing attack
vector and attack surface).

Business and IT objectives. Rather than focus on only one functional area of security, we should shift
into a business outcomes mindset, rooted in a unified strategy that accelerates business and IT
objectives.

Zero Trust. In secure territoriality context, users, data and resources should be securely connected
through a deny-by-default policy and authorization, while providing expected business and IT value.




Key points for securing territorial user interfaces

Proposition of the following four points in order to address security in territoriality context:

) (a) Define Context — Discover and classify resources based on risk. Coordinate actions across
the territoriality ecosystem for consistency and context.

1 (b) Verify and Enforce — Protect the territoriality actors and resources by quickly and
consistently validating, enforcing and implementing advanced security models, policies and
controls.

1 (c) Respond promptly — Resolve and remediate security incidents with minimal impact to the
business by taking targeted actions based on the territoriality context.

1 (d) Analyze and Improve — Continually improve security posture by adjusting policies and
practices to make faster more informed decisions to tighten security around each territoriality
actor and resource.



Necessity to secure territorial user interfaces: illustrations

(a) Define Context (b) Verify and Enforce

Territory
A

Innate space (~50 cm A X
pace | ) \ Group space Personal space

Personal space (V1.2 m)
Social space (~3.6 m)\
Public space (¥7.6 m)

AN J
Storage 'space
(c) Rapid Response (d) Analyze and Improve

Advanced engineering based on (a) & (b) & (c) & (d) for

treating Usability, Security and Resilience, jointly
Adapted from: [Scott et al., CSCW’2004]



Security engineering for the design
of new territorial user interfaces:
a first conceptuel framework

To address security in territoriality context,
the proposed four points of the joint
engineering treat together the three domains
(Security, Usability and Resilience), in order to
reach Business (BP — Business Process) and IT
(IS — Information System) Objectives.

Advanced Conceptual Model of Joint Engineering
of Security, Usability and Resilience
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Conclusion

» Importance to ensure the security of new territorial user interfaces
(Security Motivations)

» Proposition of four points from joint engineering of Security, Usability and
Resilience (Business and IT objectives together)

» Research perspectives:
» Develop a specific joint engineering for territoriality security
» Apply to Distributed Mobile Multi-Agent Systems (DMMAS)
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Future questions, comments, and advice are welcome

+1 514 978-8877
G

= wgoudalo@gmail.com ; wilson.goudalo(@abe-engineering.net -
€5 wgoudalo g CARNOT @
t"—}‘ www.aberdl.net (coming soon)
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